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1. DUT Version

Equipment Software Version

Vendor

Verkada Verkada Intercoms 10.1.2

2. Features Supported by Verkada Intercoms

e TLS and SRTP

e Register Expiry Timer Refresh

e Make and Receive Calls

e Inbound and Outbound Call via G711, G722 codec negotiation
e Long Duration call

e S|P Session Timer

e AES128

e AES-256

3. Overview

This document outlines the best configuration practices for the Verkada Intercoms as Zoom generic SIP phone.
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4. Topology

Verkada Intercom 10.1.2

Verkada Intercom
10.1.2

SIP/TLS SRTP

S SR e e Inbound calls

_____ »  Outbound calls

Figure 1: Network Diagram

5. Configuration Steps - Zoom Web Portal

This section provides instructions on how to configure IP Phones in Zoom Web Portal.
This section is mainly for adding phones (Verakda Intercoms) and assigning Zoom users to the devices.

Prerequisites:

Zoom Phone account: A valid Zoom Phone subscription is required to add an endpoint.
Login to Zoom Web portal at https://zoom.us/.
The following Zoom SIP Device configurations are included in this section

o Create Zoom Users

¢ Add Device
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5.1 Create Zoom Users

Zoom Users are created to login to Zoom clients on desktop or mobile. It can also be assigned to a SIP Device.
The steps for creating a user are as follows:

1. Navigate to ADMIN = User Management - Users. Click + Add Users to create new Zoom users.
Provide the desired email address(es). Enter the following details as below and Click Add.

Zoom Workplace: Unassigned

Licenses and add-ons: Enable Zoom Phone Basic

Department: Management

Manager: XXXXX

Job Title: Engineer

Location: Plano.tx

ZO0OMM Podicts  Soltions  Resources  Plans & Pricing Schedule Join  Host~ WebApp~

Data & Privacy

@ Important notice: Zoo Add Users \eetings but cannot host or schedule meetings. Read support x
: rtich
> Analytics & Reports e Add users with their email addresses
Users You have licenses Document

ADMIN

1@gmail.com

Users Pending Adva

Dashboard

User Management Q search Advan | zoom Workplace Zoom Mestings (4 available) v [ import || Eport + || I
0 EmeiMameid 14| | Licenses and add-ons Large Meeting (500 participants) (19 available) D ™
N e et Zoom Phone Basic —
- e Edit
Roles —
0 assign Zoom Phone packages, go to Phone System Management.
T Zoom Ph Phone System M;
Scheduler M: nt - e
—LERL 0 g Zaom Webinars (500 attendees) (19 available) Managed Edit
> Device Management
masifullah@tekyi | Department Management S
> Room Management | E Managed Edit
Manager m . .
> Workspaces Management
Ipriya82 +uni -
O CMPTRSEN | rie Engineer it ) [~
> Phone System Management - e — L
Location Plano.tx
> Number Management . amulpriyaS2uni —
B Cost Center = g‘
> Al Studio
Ipriya92-+uni .
> Account Management 0 ;"“ priya32 sun Cancel it | [

> Aavanced

Figure 2: Add Users

2. A Zoom activation email is sent to the email address used in creating the user, follow the instructions to
active the zoom account

3. Navigate to Phone System Management 2 Users & Rooms. Find the user and select it.
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3: Users & Rooms

zoom Products Solutions Resources Plans & Pricing Schedule Join Host~ Web App~
ADmiN
Users & Rooms
Dashboard
Users Zoom Rooms Common Areas Cisco/Polycom Rooms
User Management
Scheduler Management Flan Detalis
Device Management B oo evorwcsy
Room Management
. or Number Department Packags (All) ~ | | User Status (Al ~ | sie (AN
Workspaces Management
ne System Management
Auto Receptionists
InformCastuserd Zoom Phane Baslc
Call Queues B037 digrated) o Active Main si Pasign ~
Shared Lines )
Verkaoa userz i i
8036 US/CA Uniimited Oniine Active Main Site Asian +
Push 1o Talk
verkada userl
e 8035 US/CA Unlimited offline Retive Main Site Assign -
Ohnnes & Navinas Flgu re
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field under Profile, select the Assign option.

ZOOM Products  solutions  Resources

Workflows
Recordings & Transcripts
Summaries

Clips Policy

Scheduler

Settings

Data & Privacy

> Analytics & Reports
Extension Number
ADMIN

> User Management

Scheduler Management
. User Status
> Device Management

> Roem Management
Country/Region

» Workspaces Management
v Phone System Management

Area Code @
Use

Rooms
Auto Receptionists Time Zone

Call Queues

verkada user2 (

Dashboard Emergency Address @

Plans & Pricing

Users & Rooms > Users > verkada user2 2gmail.com)

Ddgmail.com)
History User Settings

Main Site v

Zoom Phane Basic (Migrated) 2

8036 Edit

Default: (Company Address) Edit

Personal Emergency Address

Active

United States (+1) v

(GMT+6:30) India

Schedule

4: Assigning Package

Figure

5. Select the desired package - for example, US/CA Unlimited Calling Plan (6 available) was used. Click

Save to complete.

Workflows

Recordings & Transcripts

> User Management
Scheduler Management

> Device Management

Call Queues

Shorediinec

verkada user2

ZOOM Products  Solutions  Resources  Plans & Pricing

Users &Rooms » Users » verkada user2 2gmail.com)

@gmail.com)

Summaries
Clips Profile Policy History User Settings
Scheduler
Site Main Site v
Settings
Data & Privacy Package US/CA Unlimited Calling Plan (6 Available) v
> Analytics & Reports EES | Cancel |
ADMIN Extension Number 8036 Edit
Dashboard
Emergency Address ¢ Default: : Company Address) Edit

Personal Emergency Address

User Status Active
> Room Management
> Workspaces Management ity
p 9 Country/Region United States (+1) .

« Phone System Management

us Rooms Area Code @ set

Aute Receptionists

Time Zone (GMT+5:20) India

scf
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6. Inthe same field, next to Number(s), select Assign. A pop-up page is brought up with a list of all tenant’s
available phone numbers.

zoom Products Solutions Resources Plans & Pricing

Workflows

Users & Rooms > Users > verkada user2 | 3gmail.com)
Recordings & Transcripts
) verkada user2 | ‘@gmail.com)
Summaries
Clips Profile Policy History User Settings
Scheduler
site Main Site v
Settings
Data &Privacy Package Assign
> Analytics & Reports US/CA Unlimited Calling Plan x
Pro Features - Unlimited Domestic
ADMIN
Extension Number 8036 Edit
Dashboard

Number(s) Assign
User Management

Scheduler Management

Emergency Address Default: Company Address) Edit

Device Management
Personal Emergency Address

Room Management

Workspaces Management User Status Active

v Phone System Management

Auto Receptionists Customize Numbers &
Add

Call Queues

Figure é: Assigning Numbers

7. Choose Number Source as Zoom. Check the radio box next to the desired number and choose Confirm
to complete.

NOTE: A Calling Plan license or equivalent is required to assign PSTN DIDs.

Zoom Products Solutions Resources Plans & Pricing
IS Users & Rooms > Users > verkar' e o .
Recordings & Transcripts Assign Numbers
cummaries verkada user2 (Deel ., . region
United States v
Ens Profile Policy History
Scheduler
Site M Q Search Site (Al v | | Number Type (Al v Get Numbers.
Settings y
. Package Ass
Data & Privacy -] Number Number Source Area Number Type Voice Capability  Site
> Analytics & Reports u o
P Zoom Toll Number Incoming & Main Site
. | Outgoing
ADMIN
Extension Number 80 Incoming &
Dashboard 5 Zoom Toll Number . Main Site
Outgoing
Number(s) Ass
> User Management
Scheduler Management It Zoom Toll Number gc“’m,‘”g & Main Site
Emergency Address (3 Def utgoing
> Device Management
~ 5 Zoom Toll Number EEETgR Main Site
> Room Management Outgoing
> Workspaces Management e |
Page | 1 of 1 10 per page v 4 result(s)
~ Phone System Management
Users & Rooms Outbound Caller ID A
- Cancel
Auto Receptionists cu
Add

Figure 7: Assigning Numbers (Cont.)
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5.2 Add SIP Devices

1. Navigate to ADMIN - Phone System Management - Phones & Devices. Click Add
e Set Display Name: Verkada
e Set MAC Address: add the Verkada Intercom MAC Address here
e Set Device Type: select other
e Set Assigned to; select Assign (not shown in the image below) and select the newly created
user in previous steps. Select Add
e Click Save

ZOO0OM Producis  Sotions  Resources  Plans & Pricing Schedule Join  Host~  WebApp ~
Dastboard
Export 1o CSV Resync by Account/Stte|
» User Mansgement
Q Search by Uses, EXt, MAC Address, of IP Address ~ || Brana gan v || Stausian v | ProvisionStat. ~ | Ste(al ~
‘Scheduler Management
Add Device
> Davice Management
> Room Management Hot Desking Call Control fr
) 5 e 1 = C Addr reas remplate e °
DisplayName 74 Device Type MAC Addres  Ada orvaa Provsion Tempiate 08 ConlEe o
» Workspaces Management

+| Phone system Management
B verkadal

14142185162 @

S =, Other ©0-a7-004 o Unsupported Unsupported Unsupported
Auto Receptionists a £0-a7-00-80-20-a1

Cail Queues

i Bwisiz e co-a7.004 i z I

Push to Talk © This device type supports up to 1 assignee.

aroupcat i
Eom s oz otz [] o (eperoase B
Morioring [

Assets Library

=2
Logs.

Figure 8: Add Desk Phone

2. Select the Actions drop-down box and then select Provision (not shown in image below). A pop-up page
will appear with the provisioning details. Check the radio box to accept risks. Upon selection, the SIP
Account details are displayed which will be used in the Verkada Intercom SIP account provisioning.

I I '| Products Solutions Resources Plans & Pricin: P
200 & Provisioning
N Site Main Site (Main 8f | MAC Address €0-a7-00-90-20-d3
Device Type Other
Assigned to [E—
Ext. 8035
Dashboard
> User Management i, Tnis device is not supported by Zoom. You must manually enable TLS 1.2 for SIP registration and
Emergency Address © Inherit emerge SRTP for secure calling on your IP phone. Please refer to your manufacturer's instructions for
Scheduler Management enabling these configurations. Failure to properly configure this device may expose your calls to
/i, Emergency: security threats.
> Device Management 3701 W PLAK —
By using this device without manually enabling these features, you accept all risks associated
rr——| with it.
> Room Management |, Wrong, update

> Workspaces Management You'll need following information for manual provisioning.

() Choose acom

+| Phone System Management
IP Address 14142185162 )

a

Users & Rooms 14142185162 SIP Account 1:

5 1. SIP Domain: zoom.us
Auto Receptionists NGtwork Switch _
2. Qutbound Proxy: ‘0om.us:5091

@S 3. User Name:

Shared Lines Device Type Other 4. Authorization ID:

. Firmware Version = S. Password:

v
Group Call Pickup MAC Address ©0-a7-00-90-20
) Piease download DigiCert Global Root CA, DigiCert Global Root G2, DigiCert TLS RSA4096 Root G5 and
Phones & Devices P IE HE S Unsupported @ jmport to your IP phone if they are not in the trust list of the device.
Monitoring @ Note: Zoom support team will not be able to troubleshoot or configure IP phone that are provisioned in
Status Offline this manner. Some Zoom Phone feature may not work on manually provisioned phones. It may vary
Assets Library Last Provision Dat depending on your desk phene model.
Logs
PSR | Remove
Company Info oo N
enien Figure

9: Provisioning
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6. Configuration Steps - Verkada Intercoms

This section explains how to register the devices in the Verkada Command using SIP account details
generated in the Zoom portal.

6.1 Add Devices

1. If the intercom device is already commissioned and visible in Verkada Command, this section can be
skipped.

2. For detailed onboarding steps, refer to Verkada official setup documentation.
Get Started with Verkada Intercom | Intercom | Verkada Help

3. Navigate to Verkada command portal, create the command organization to provision the devices.
¢ In Command, go to All Products > Devices.
e Atthe top right, click Add Devices.

Group By: Site v/ b)) (0=
¢ Verkada Q [
° ¢ @ ® B -
o [ L)
;8 Cameras Access Alarms Intercom
G
Workplace
%
© S + 2]
>
O Admin Devices Add Devices Floorplans
©) Am Name  TD33- YDAD-JRMQ-4A4X
° Site Planner Site No Site Selected W

Figure 10: Add Devices

e Enter the serial numbers or order numbers of the devices.
e Click Add Devices. The newly added devices will display on Devices > All Unassigned Devices.
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< Add Devices
B
AL
®
& .
= Enter serial or order number
Or
( o Scan QR Code
A )
[ Upload CSV
@
Figure 11: Add Devices (Cont.)
6.2 Configure Intercom in Command
e InVerkada Command, go to All Products > Intercom.
o Click Settings > Call > Add Account.
e Add the SIP account details
sIP Account @
Required

User ID/ Extension *

Password / Secret *

Optional

Authentication ID

Proxy

Transport Mode

Secure RTP

Change
——

T 55091

offline SIP Fallback Extension

i @_

Figure 12: Add SIP Account

e Once you have successfully provisioned your Intercom, you should see a green checkmark under

Device Settings > Call > SIP Account.
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¢ | TD33-YDAD-JRMQ-4A4X Live Events Video Receivers Settings

verkada | ® Online

Q search..

General

Intercom phone number (661) 902-0560
Device Consider adding this number to your phone contacts.
Door SIP Account
Reader
@ verkada 1 Edit Delete
o 53z00m.us

e 60 EE@

paiving Auto Answer ©

The intercom will automatically answer incoming SIP calls.

Audio

Video

Orientation Normal 2

Low Bandwidth Mode

Backup
vidth consumed by dev
¢ and cloud backup cannot be used in this mode.

Image quali

Messages

Figure 13: Add SIP Account (Cont.)

----End of Document----
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