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From small field offices to the largest federal campuses and military bases, improve security 
and streamline access with a modern, hybrid-cloud access control system. Verkada provides 
critical insights that allow you to be more proactive about your facilities’ security, while making 
it simple to manage doors, schedules, and PIV credentials at any scale, from anywhere.

Federal Government

Benefits of Verkada’s hybrid-cloud solution

One integrated platform to strengthen facility security

Access Control

Access Control for the

Modern, Cloud-Based 
Access Control to  
Protect Federal 
Agencies and Military 
Installations

Remote, multi-site management lets you 
securely manage facilities and users from a 
computer or phone, anywhere, any time

Streamlined firmware updates keep your 
system secure and up to datee with no 
manual work

Eliminate on-prem servers to modernize 
infrastructure, close security gaps, and 
minimize maintenance

Deep cameras integration provides critical 
visual context on every door, helping to 
accelerate investigations

Unlimited doors, sites, and users allow your 
access control system to easily grow with 
your organization

Quarterly feature updates and up to a 
10-year warranty on Verkada hardware 
included at no additional cost

Edge processing and peer-to-peer
communication maintain door operations 
during network outages

FedRAMP® Moderate Authorized status for 
the Verkada Command platform, hosted in 
AWS GovCloud

Real-time alerts let you respond to events 
as they happen, from tailgating to a door 
propped open

Built-in FIPS 201 (FICAM) support for PIV, PIV-I, 
and CAC cards, with PKI-based authentication 
and automatic revocation checks1

www.verkada.com

Guest
Streamline visitor 
arrivals with touchless 
check-in, automatic 
host notifications, and 
custom guest badges.

Video Security
Gain visual context on door 
events, and get alerted to 
tailgating or a person of 
interest trying to enter.

Security Trailers
Extend coverage to 
perimeters, gates, and 
remote sites without power 
or network, managed in  
the same platform.
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For Federal Government

Key Features for the Federal Government

Manage PIV credentials with FIPS 201 (FICAM) support
	• PIV, PIV-I, and CAC credentials are managed natively in Command, 
with no additional servers or software needed for card validation or 
certificate management.

	• Command validates every card at enrollment, so only cards that are 
trusted, unexpired, and unrevoked are added to a user’s profile.

	• Card certificates must chain to a trusted root certificate to be 
registered or used, with trust anchors configurable in the Command 
certificate manager.

	• Command regularly checks the certificates on each registered PIV 
card, disabling any card whose certificates are revoked, expired, or no 
longer trusted.

	• Every PIV card scan includes a one-time challenge that only the 
genuine card can sign, so cloned cards are denied access.

Streamline system management
	• Ensure only the right people have access to the right rooms 
at the right times, with customizable role-based access control.

	• Quickly adjust door access schedules in bulk for federal 
holidays or other events.

	• Get alerted right away to any forced entries, tailgating, or wire 
tampering. If a breach happens, quickly view video clips of the 
door events to hasten response.

	• Automate user management with SCIM and SSO integrations, 
or import users via CSV or API.

	• Easily run reports to get insights on door usage, schedule 
changes, security concerns, and more.

	• Configure scenarios to bulk lock or unlock doors in the event 
of an emergency.

For more information about our government-grade 
solutions and procurement options, please contact 
federal-sales@verkada.com.

Learn more

1. Verkada’s application to the FIPS 201 Approved Products List (APL) is queued for approval by the GSA. Verkada is not currently listed on the APL.



